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1. Introduction 

This Countermeasure Standard shows information security countermeasure items which ask 

business partners that are shared classified information owned by KUBOTA Corporation and 

its subsidiaries and affiliates (hereinafter referred to as "Our Company") in promoting CSR 

management. 

Through proper management of classified information, we aim for the continuous and 

synergetic development of Our Company, business partners and society by achieving stable 

business continuity. 

We would like to take this opportunity to express our gratitude for your cooperation towards 

our efforts and we ask for your continued understanding and cooperation. 

 

2. Scope of application 

Scope of application of this Countermeasure Standard shall be in accordance with the scope 

of application of "Kubota Group CSR Procurement Guidelines". 

 

3. What is classified information? 

Classified information generally means information disclosed by documents, etc. (including 

data information recorded magnetically or optically) which are agreed to be confidential, or 

information disclosed orally after notifying its confidentiality. 

 

4. Target 

This Countermeasure Standard shall not only include classified information shared with us 

but shall also include classified information created using that classified information. 

In addition, the format of classified information shall not only include paper and electronic 

media but shall also include intangible assets, such as items (mold, etc.), knowhow and 

technology which are created by using the classified information. 

 

5. Information Security Countermeasure Standard 

This guidelines were prepared with reference to the "JAMA/JAPIA Cybersecurity Guidelines" 

etc., and are based on measures to reduce the risk of information security incidents as well as 

measures to mitigate the impact of such security incidents through rapid recovery. 

The Information Security Countermeasure Standard required for business partners is shown 

below. 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

1 Policies 

As a company, 

demonstrate basic 

concepts and 

policies regarding 

security and 

enhance awareness 

of information 

security within the 

organization 

An in-house 

information security 

policy shall be 

established and 

communicated within 

the organization 

1 Required 
An in-house information security 

policy is established 
・An in-house information security policy shall be established and documented 

2 Required 

The details regarding the in-house 

information security policy are 

checked and reviewed as necessary 

[Rule(s)]  

・Details are checked and reviewed as appropriate based on environmental 

changes both inside and outside the company 

[Frequency]  

・The details regarding the information security policy are checked and reviewed 

as necessary  

-Once or more per year  

*There will be a separate, prompt response if a significant change occurs 

3 Required 
The information security policy is 

communicated within the organization 

[Rule(s)] 

・The in-house information security policy shall be in a format that is easily 

accessible 

[Applies to] 

・Executives, employees, outside employees (including temporary employees, 

etc.) 

[Frequency] 

・The in-house information security policy shall be communicated within the 

organization regularly and whenever revised 

2 Rules for 

handling 

confidential 

information 

Prevent the 

leakage of 

confidential 

information by 

defining rules for 

handling 

confidential 

information and 

communicating 

those rules within 

the organization 

In-house rules to 

ensure security for 

confidential 

information shall be 

defined 

4 Required 

Non-disclosure rules in the company 

are established and enforced 

[Rule(s)] 

・Non-disclosure rules shall be established and documented 

・Explanations regarding non-disclosure rules are provided when new employees 

(including outside employees) join the company 

・Confidential information shall not be carried outside the company when an 

employee resigns or their contract date expires 

[Applies to] 

・Executives, employees, outside employees (including temporary employees, 

etc.) 

5 Required 

[Rule(s)] 

・A letter of commitment for non-disclosure shall be submitted (excluding 

outside employees) 

6 Required 

A non-disclosure agreement is 

entered into with the 

dispatching/transferring company for 

temporary and transferred employees 

[Rule(s)]  

・For non-disclosure, a statement shall be included stating that information 

obtained in the course of business will not be divulged 

[Timing] *When to enter into a contract for confidentiality obligations  

・Before starting business 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

7 Required 

The necessary confidential 

information, IT equipment/devices, 

etc., is collected when an employee 

resigns or their contract date expires 

[Standards]  

・A checklist or form shall be created for the list of items to be collected 

・Procedures shall be prepared and utilized that prevent collection omissions 

・It shall be checked that collection is done in accordance with the procedure, 

and the procedure shall be corrected as necessary [Items to be collected] 

-Information (printed materials, storage media) 

-IT equipment/devices (PCs, smart devices, USB memory stick or other 

storage media) 

-Access rights (ID, keys) 

*In addition to the above, each company shall determine what items will be 

necessary to collect [Confirmation of collection status, frequency of procedure 

correction] 

-Once or more per year 

8 Required 

Rules for the usage of IT 

equipment/devices employed for 

business operations are defined and 

communicated within the organization  

(including rules for personal devices 

[BYOD])  

[Rule(s)] 

・Rules for the usage of IT equipment/devices (computers, servers, 

communications equipment, storage media, smart devices, etc.) shall be 

established that include procedures for starting/ending usage, items to be 

observed/prohibited during usage, and procedures for when such 

equipment/devices are lost 

・Rules for the usage of IT equipment/devices shall be in a format that is easily 

accessible 

[Applies to] 

・Executives, employees, outside employees (including temporary employees, 

etc.) 

[Frequency] 

・Rules shall be communicated within the organization regularly and whenever 

revised 

3 Compliance 

As a company, 

comply with laws 

regarding 

information 

security 

In-house rules shall 

be established to 

ensure compliance 

with laws regarding 

information security  

(Examples of laws: 

Act on the 

Protection of 

Personal 

Information, Unfair 

Competition 

Prevention Act)  

9 Required 

To ensure compliance with laws 

regarding information security, rules 

are established and 

education/communication are 

provided within the organization 

[Rule(s)] 

・In-house rules shall be established to ensure compliance with laws regarding 

information security  

・Established in-house rules shall be communicated within the organization and 

education provided on those rules  

[Applies to] 

・Executives, employees, outside employees (including temporary employees, 

etc.)  

[Frequency] 

(Training) 

・Whenever a new employee joins the company and once per year  

(Communication within the organization)  

・Rules shall be communicated within the organization regularly and whenever 

revised  
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

10 Required 

For companies with personal 

information, there are in-house rules 

stipulated that are specifically for the 

handling of personal information 

[Rule(s)]  

・In-house rules shall be established regarding the handling of customer personal 

information [Details for clarification]  

・Establish a personal information management system  

・Notify and clearly indicate purpose of use at the time of acquisition  

・Use within the scope of consent of the individual  

・Do not provide to a third party without the consent of the individual  

・Requests for disclosure, correction, suspension of use, deletion, etc., by the 

individual shall be responded to  

・Rules for the handling of personal information shall be established  

・Information shall be collected regarding information security laws and 

regulations such as the Act on the Protection of Personal Information, GDPR, 

and Unfair Competition Prevention Act  

・Procedures for responding to information leaks  

・Established in-house rules shall be communicated within the organization and 

education provided on those rules  

[Applies to]  

・Those in charge of handling personal information  

[Frequency]  

(Training)  

・Whenever a new employee joins the company and once per year  

(Communication within the organization)  

・Rules shall be communicated within the organization regularly and whenever 

revised  

11 Required 

Rules are reviewed as necessary in 

accordance with changes to laws 

[Frequency]  

・Once per year, or when a serious information security incident/accident 

occurs  

12 Required 

[Frequency]  

・Compliance with in-house rules are checked and correction is carried out as 

necessary 

4 System  

(Normal)  

Clarify systems 

and roles for 

information 

security and 

thoroughly enact 

and reinforce 

measures for 

cybersecurity and 

protecting against 

A system for 

managing information 

security risks for use 

in normal situations 

shall be constructed 

to enable the 

collection and 

sharing of 

information without 

13 Required 

The system, roles and responsibilities 

(incl. information security officers) 

during normal situations are clarified 

[Rule(s)]  

・The roles and responsibilities of the executive that presides over information 

security (CISO, etc.) and those of the department in charge of information 

security shall be clarified  

・A list of contact persons shall be established  

14 Required 

[Rule(s)]  

・Understanding that information security risks have a significant impact on 

management, a system shall be established that enables systematic management 

decisions  
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

data leakage incident 

15 Required 
The system for normal situations is 

reviewed regularly or as necessary 

[Frequency]  

・Once per year, or when a serious information security incident/accident 

occurs  

・Or, when changes are made to the department or officer responsible for 

protecting/managing various information, including customer information, due 

to company reorganization, etc.  

16 Required 

New methods of cyberattacks or 

leaking information are detected and 

corresponding security measures are 

shared with departments in the 

company 

[Rule(s)]  

・In accordance with the system for normal situation, examples of information 

security incidents/accidents and corresponding security measures shall be 

shared with departments in the company  

[Applies to]  

・Executives, employees, outside employees (including temporary employees, 

etc.)  

[Frequency]  

・Once per year, or when a serious information security event/incident occurs 

either inside or outside the company 

17 Required 
A system is in place for monitoring 

and analyzing cyberattacks and signs 

[Rule(s)]  

・Build a system that will utilize public and non-public information regarding 

cyberattacks and vulnerabilities  

・Allow for detection of cyberattacks and signs using correlation analysis, and 

build a system that can derive the appropriate responses from analysis results  

*Correlation analysis:  

A method for finding signs and traces of information security 

incidents/accidents by analyzing complex logs, etc.  

5 System 

(adverse 

situations) 

Clarify systems 

and roles for 

information 

security and 

minimize damage in 

the event of an 

incident/ accident 

to enable recovery 

to normal 

operations as 

quickly as possible 

A system for 

responding to 

information security 

incidents/accidents 

and its 

corresponding 

officers shall be 

clarified 

18 Required 

A system for responding to 

information security incidents/ 

accidents and its corresponding roles 

and responsibilities is clarified 

[Rule(s)]  

・The roles and responsibilities of the executive that presides over information 

security (CISO, etc.) and those of the department in charge of information 

security shall be clarified  

・Criteria for information security incidents/accidents shall be clarified, as shall 

contact persons inside/outside the company and contact routes thereof  

19 Required 

Information security 

incidents/accidents that occur are 

responded to and an overview of the 

accident and its impact/response 

measures are recorded 

[Rule(s)]  

・An initial response flow for information security incidents/accidents shall be 

established  

・A reporting format for information security incidents/accidents shall be 

established 

20 Required 
The system for adverse situations is 

reviewed regularly or as necessary 

[Frequency]  

・Once per year, or when a serious information security incident/accident 

occurs, etc. 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

6 Procedures 

in adverse 

situations 

Same as above 

Positioning 

information security 

incidents/accidents 

in the company's 

business continuity 

plan or emergency 

response plan 

21 Optional 

A business continuity plan or 

emergency response plan is created 

for the company that includes 

information security 

incidents/accidents 

[Standards]  

・Devise a countermeasure plan based on the response history for security 

incidents/accidents and risk assessment results  

・It shall be confirmed that the measures are implemented in accordance with the 

countermeasure plan [Details of the countermeasure plan]  

-Descriptions of measures (what kinds of measures should be taken for what 

events)  

-Schedule (start and end times and the period required for each process of the 

countermeasure) [Countermeasure progress confirmation]  

-Once or more per year  

22 Optional 

The business continuity plan or 

emergency response plan for the 

company that includes information 

security incidents/accidents is 

checked regularly and revised as 

necessary 

[Frequency]  

・Once or more per year  

Procedures for 

addressing 

information security 

incidents/accidents 

at an early stage 

shall be clarified  

23 Required 

The scope of information security 

incidents/accidents is clarified and 

communicated throughout the 

company  

[Rule(s)]  

・The following scopes shall be clarified [Details for clarification]  

-Events treated as accidents/incidents  

-Accident/incident levels  

[Applies to]  

・Communicating to executives, employees, temporary employees, and 

seconded employees 

24 Required 

Procedures (initial procedures, 

system recovery procedures, etc.) for 

responding to information security 

incidents/ accidents are defined 

[Rule(s)]  

・If necessary, the organization shall include the following response procedures  

(1) Procedures for reporting discovery of incidents/accidents,  

(2) Initial procedures,  

(3) Investigation/response procedures,  

(4) Recovery procedures,  

(5) Final reporting procedures  

25 Optional 

Procedures (initial procedures, 

system recovery procedures, etc.) for 

responding to information security 

incidents/accidents are checked 

regularly and revised as necessary 

[Frequency]  

・Once per year and when a serious incident/accident occurs  
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

26 Required 
Procedures for responding to malware 

infections are defined 

[Rule(s)]  

・If necessary, the organization shall include the following procedures in 

responding to malware infections  

(1) Procedures for reporting discovery of incidents/accidents,  

(2) Initial procedures,  

(3) Investigation/response procedures,  

(4) Recovery procedures,  

(5) Final reporting procedures  

27 Required 

Procedures for responding to malware 

infection are checked regularly and 

revised as necessary 

[Rule(s)]  

・The content of education/training shall be reviewed based on attack trends, 

world trends, etc.  

[Frequency]  

・Once or more per year 

7 Daily 

education 

Have employees 

understand the 

risks surrounding 

malware and 

confidential 

information, as well 

as the correct 

handling methods 

thereof, in order to 

prevent 

information 

security 

incidents/accident

s 

Employees shall be 

educated to be aware 

of risks 

28 Required 
In-house education is provided 

regarding malware infections via email 

[Rule(s)]  

・Education on preventing malware via email shall be provided by 

distributing/posting educational materials, e-Learning, or group education, etc.  

・Review the content of training and improve the content of the next training  

[Applies to]  

・Executives, employees, outside employees (including temporary employees, 

etc.) who use email  

[Frequency]  

・Whenever a new employee joins the company and once or more per year  

29 Required 
In-house education is provided 

regarding internet connections 

[Rule(s)]  

・Education on preventing malware during online browsing shall be provided by 

distributing/posting educational materials, e-Learning, or group education, etc.  

・Review the content of training and improve the content of the next training  

[Applies to]  

・Executives, employees, outside employees (including temporary employees, 

etc.) who use the internet  

[Frequency]  

・Whenever a new employee joins the company and once or more per year  

30 Required 

Education is provided regarding the 

handling of information based on 

confidentiality classification 

[Rule(s)]  

・Education regarding definitions of confidentiality classifications and the 

handling thereof shall be provided by distributing/posting educational materials, 

e-Learning, or group education, etc.  

・Review the content of training and improve the content of the next training  

[Applies to]  

・Executives, employees, outside employees (including temporary employees, 

etc.)  

[Frequency]  

・Whenever a new employee joins the company and once or more per year  
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

31 Required 
Training on targeted emails is being 

implemented 

[Rule(s)]  

・Training on targeted emails shall be implemented  

・Include in the training content what to do if an email is opened  

・Review the methods and content of training and improve the content of the 

next training  

[Applies to]  

・Those who use email  

[Frequency]  

・Once or more per year  

32 Required 

Education is provided to information 

security managers in each department 

regarding measures to take and 

management methods within the 

organization 

[Rule(s)]  

・Education shall be provided regarding measures to take and management 

methods within the organization  

・Review the content of training and improve the content of the next training  

[Applies to]  

・Information security managers or promoters in each department  

*If an information security manager has not been appointed, the department 

manager  

[Frequency]  

・Once or more per year  

33 Required 

Opportunities are provided for 

corporate management to understand 

their roles and responsibilities with 

regard to information security 

[Rule(s)]  

・A forum is provided for corporate management to understand their roles and 

responsibilities  

・Review the content of explanations and improve for the next iteration  

[Applies to]  

・Corporate management, executives  

[Frequency]  

・Once or more per year  

34 Required 
Company-wide enlightenment 

activities are carried out 

[Rule(s)]  

・Opportunities shall be provided to reaffirm the importance of information 

security throughout the company  

[Applies to]  

・Executives, employees, outside employees (including temporary employees, 

etc.)  

[Frequency]  

・Once or more per year  
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

35 Required 

Enlightenment activities are carried 

out for particularly important risks 

and rules in each workplace 

[Rule(s)]  

・Reminders shall be given regarding particularly important rules and risks in the 

activity units (department, section, etc.) set by each company  

・Review the content of enlightenment and improve the next iteration  

[Applies to]  

・Employees and outside employees (temporary employees, etc.) whose 

understanding of workplace-specific risks and compliance with rules are 

especially important  

[Frequency]  

・Once or more per year  

36 Required 

Have a concrete grasp of training and 

enlightenment implementation status 

with numerical values, etc.  

[Rule(s)]  

・Have a concrete grasp of the attendance and level of understanding for training 

and enlightenment sessions with numerical values, etc.  

[Target education, enlightenment]  

・Education and enlightenment judged to be important by each company  

[Frequency]  

・Once or more per year  

37 Optional 

Security education is provided to 

personnel involved in the 

procurement of information systems 

so that they can instruct suppliers 

[Rule(s)]  

・Education shall be provided via distributing/posting educational materials, 

e-Learning, group education, etc., in order for personnel to acquires skills for 

security guidance tailored to the characteristics of suppliers  

[Applies to]  

・Personnel related to procurement of information systems  

[Frequency]  

・Once or more per year  

Make advanced 

preparations for 

prompt and 

appropriate 

responses aimed at 

preventing further 

damage to enable 

prompt recovery 

when an 

information 

Education/training 

on information 

security 

incidents/accidents 

that have an impact 

within or across 

organizations, and 

methods of 

minimizing their 

impact, shall be 

38 Required 

Education/training for responding to 

information security 

incidents/accidents is provided 

[Rule(s)]  

・Education and training on responding to information security 

incidents/accidents shall be provided by distributing/posting educational 

materials, e-Learning, or group education, etc.  

[Applies to]  

・Executives, employees, outside employees (including temporary employees, 

etc.)  

[Frequency]  

・Whenever a new employee joins the company and once or more per year 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

security 

incident/accident 

occurs 

provided 

39 Optional 

Education/training for responding to 

information security 

incidents/accidents across 

organizations is provided 

[Rule(s)]  

・Education and training on responding to information security 

incidents/accidents across organizations shall be provided by 

distributing/posting educational materials, e-Learning, or group education, etc.  

[Applies to]  

・Security-related departments  

[Frequency]  

・Once or more per year  

40 Required 
Education/training content is 

reviewed as necessary 

[Frequency]  

・Before/after education and training, or once or more per year  

8 Information 

security 

requirements 

between 

companies 

Prevent the 

leakage of 

confidential 

information in the 

supply chain and 

enable prompt 

response to 

accidents 

Information security 

requirements for the 

supply chain shall be 

clarified 

41 Required 
The flow of goods and data is shared 

with suppliers 

[Rule(s)]  

・Must be able to identify important suppliers  

・Must be able to identify the flow of goods and data  

・An overview of transactions shall be illustrated and shared with the supplier  

[Applies to]  

・Suppliers with which business occurs  

42 Optional 

Have a grasp of the status of security 

measures of business partners that 

handle important confidential 

information 

[Rule(s)]  

Grasp the state of countermeasures of business partners by referring to the 

following examples:  

・Create a checklist and receive answers from business partners  

・Visit business partners and carry out inspections  

[Target companies]  

・Subsidiaries, suppliers, etc., that provide and share important confidential 

information of the  

company Example: Companies that share "top secret" confidential information  

[Frequency]  

・Once or more per year  

43 Required 

Confidential information, access 

rights, etc., are collected or disposed 

of at the end of a contract 

[Rule(s)]  

・A checklist for confidential information, access rights, etc., to be collected 

shall be created  

・Use the checklist at the end of a contract to collect confidential information, 

access rights, etc.  

・Confirm that collection or disposal has been carried out without omission, and 

make corrections as necessary  

[Target companies]  

・Subsidiaries, suppliers, etc., that provide and share confidential information  

[Frequency]  

・Once or more per year  
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

44 Required 

Methods of handling confidential 

information between companies are 

clarified  

[Rule(s)]  

・Methods of handling confidential information shall be exchanged before starting 

business  

[Applies to]  

・Companies that share confidential information  

45 Optional 

Regular checks are made to see if 

there are any issues with how 

confidential information between 

companies is handled and revisions 

are made as necessary 

Frequency]  

・Once or more per year 

46 Required 

Roles and responsibilities when an 

information security incident/ 

accident occurs are clarified with 

other companies 

[Rule(s)]  

・When sharing confidential information, the roles and responsibilities of each 

company when an information security incident/accident occurs shall be 

documented 

47 Optional 

The text for roles and responsibilities 

with other companies in the event of 

an information security 

incident/accident is checked 

regularly and revised as necessary 

[Frequency]  

・Once or more per year 

48 Required 

Have a grasp of the state of handling 

of other company's important 

confidential information in the 

company 

[Rule(s)]  

・The history of handling other company's important confidential information 

in-house shall be  

recorded and stored  

・Confirm that recording and storage is done appropriately, and make 

corrections as necessary  

[Frequency of recording, checking storage status, correcting]  

・Once or more per year 

9 Access 

rights 

Prevent 

unauthorized 

access to 

confidential areas 

or systems due to 

inadequacies in 

access right 

settings 

Access rights (room 

and system access 

rights) shall be 

managed 

appropriately 

49 Required 

Rules for managing access rights 

(room and system access rights) in 

the event of personnel transfers are 

defined 

[Rule(s)]  

・Management rules shall be defined to include the following:  

・An application/approval system shall be used for issuing, changing, and 

revoking access rights  

・Granted room entry permissions and access rights shall be limited to the scope 

necessary  

・Methods of taking inventory for room entry rights and access rights shall be 

defined  

・Applications and ledgers for granted room entry permissions and access rights 

shall be managed  

[Applies to]  

・Systems used for business operations and user IDs for logging onto computers  

・Locations or rooms in which considerations for confidentiality are required 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

50 Required 

[Rule(s)]  

・For systems handling important information, clarify the conditions for granting 

access rights  

・Setting of access rights should be carried out under strict management by 

clarifying the requirements and settings for the system administrator.  

・Systems handling important information should have an environment in which 

authority is not concentrated on individuals, such as by separating the authority 

of those using information and system administrators.  

・Monitor the operation/usage state for systems handling important information. 

51 Required 

Access rights are issued, changed, 

disabled, or revoked in accordance 

with management rules 

[Rule(s)]  

・Inspections of the compliance status of the management rules defined in No. 49 

shall be performed 

52 Required 
An inventory of access rights is taken 

regularly or as necessary 

[Rule(s)]  

・In accordance with the rules defined in No. 49, an inventory of access rights 

shall be taken regularly or as necessary 

53 Required 

Access logs are securely stored and 

managed in an access-controlled 

state 

[Rule(s)]  

・Logs are kept for an appropriate period so that matters required by laws and 

regulations can be met.  

・To protect logs from threats, access restrictions, etc., are applied to the items 

and systems that store logs 

10 

Management 

of 

information 

assets 

(information)  

Appropriately 

manage 

information assets 

to prevent the 

leakage of 

confidential 

information 

Confidentiality 

classifications for 

information assets 

shall be set and 

understood, and 

information managed 

in accordance with 

those confidentiality 

classifications 

54 Required 

Management rules are defined for 

information based on confidentiality 

classification 

[Rule(s)]  

・Management rules shall be defined to include the following:  

・Identification of confidentiality  

・Determinations of levels for confidentiality classifications and their application  

・Classification-based handling methods  

・Handling area classifications and restrictions  

[Applies to]  

・Information assets (information) 

55 Required 

Management rules for information 

based on confidentiality classification 

are reviewed regularly or as 

necessary 

[Rule(s)]  

・The details of management rules are checked and improved as necessary  

[Frequency]  

・Once or more per year 

56 Required 

A list is created of information assets 

(information) with high confidentiality 

classifications 

[Rule(s)]  

・This list shall include the target information, administrator name, department 

name, storage location, storage period, persons disclosed to, contact persons, 

etc.  

[Target information]  

・Information assets applicable to a high level of confidentiality among the 

confidentiality classifications defined in No. 54 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

57 Required 

The created list of information assets 

(information) with high confidentiality 

classifications is reviewed regularly or 

as necessary  

[Rule(s)]  

・The details of the list are checked and corrected as necessary  

[Frequency]  

・Once or more per year 

58 Required 

Management of information assets 

(information) is performed in 

accordance with management rules 

based on confidentiality classification 

[Rule(s)]  

・Inspections of the compliance status of the management rules defined in No. 54 

shall be performed and corrective actions taken in the event irregularities or 

violations are found  

[Frequency]  

・Once or more per year 

11 

Management 

of 

information 

assets 

(equipment/d

evices) 

Appropriately 

manage IT assets 

to reduce the risks 

associated with 

information 

security 

incidents/accident

s and shorten 

response times 

when an 

information 

security accident 

occurs 

IT 

equipment/devices 

owned by the 

company and 

information (version 

information, 

administrator, 

administrating 

department, location 

installed, etc.) on 

the OS and software 

used by the 

equipment/device 

shall be managed 

appropriately 

59 Required 

Management rules for IT 

equipment/devices, OS, and software 

are defined based on importance 

[Rule(s)] 

・Management rules shall be defined that include equipment/device adoption, 

installation, network connections, application of security patches, etc. 

60 Required 

A list is created of IT 

equipment/devices and information 

(version information, administrator, 

administrating department, location 

installed, etc.) on OS and software 

[Rule(s)] 

・A list of information for IT equipment/devices, OS and software shall be 

created that includes version information, administrators, administrating 

departments, locations installed, etc. 

61 Required 

A list of IT equipment/devices and 

information (version information, 

administrator, administrating 

department, location installed, etc.) 

on OS and software is reviewed 

regularly or as necessary 

[Frequency] 

・Once or more per year 

62 Required 

Management of information assets 

(equipment/devices) is performed in 

accordance with management rules 

based on importance 

[Rule(s)] 

・Management shall be performed in accordance with management rules defined 

in No. 59. Corrective actions shall be taken in the event irregularities or 

violations are found 

[Frequency] 

・Once or more per year 

63 Optional 

[Rule(s)] 

Regularly check that devices and installed software are genuine by using serial 

numbers and hash values according to importance 

[Frequency] 

・Once or more per year (when taking inventory of assets, etc.) 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

64 Required 

Unauthorized installation of 

applications on smart devices is 

restricted, and installation status is 

checked regularly 

[Rule(s)] 

Applications that can be installed are defined, and installation status is checked 

regularly 

[Applies to] 

-Company-supplied smart devices 

[Frequency of check] 

-Once a year 

65 Required 

At the time of disposal (including at 

the end of a lease), the data on the 

storage medium is erased 

[Rule(s)] 

・When disposing of information assets (equipment) (including at the end of a 

lease), delete the data so that it cannot be restored 

・Keep a record of having erased the storage area of information assets 

(equipment) or a vendor disposal certificate 

*Disc formats are not possible as data may be recovered 

[Applies to] 

-Servers, company-supplied client PCs, smart devices, external storage media 

12 Risk 

response 

Identify 

information asset 

security risks and 

take organizational 

measures as a 

company to 

minimize impacts 

to operations 

Measures for 

information security 

risks shall be taken 

within the 

organization 

(organizational 

operations also 

include outsourced 

operations) 

66 Required 

Risks are identified when the three 

elements of information 

assets—confidentiality, integrity, and 

availability—cannot be ensured 

[Rule(s)] 

・The impact on operations when an information security incident/accident 

occurs to the target information asset shall be understood in terms of scope of 

impact and frequency of occurrence 

[Applies to] 

・Information assets identified in No. 56 

[Viewpoints] 

-External threats 

-Company vulnerabilities 

*Consider threats and vulnerabilities caused by business partners as necessary 

-Value of information assets 

[Methods] 

-Determine the target information and information systems 

-Establish evaluation rules for each viewpoint and risk level rules that take 

those into consideration 

-For each piece of information and information system, determine the risk level 

from the evaluation from each viewpoint 

[Frequency] 

・When reviewing important information assets or once or more per year 

67 Optional 

Development standards are 

established that describe security 

requirements and they are regularly 

reviewed 

[Rule(s)] 

・Security development standards shall be established for information systems 

・Check that development is proceeding in accordance with development 

standards 

・Regularly review the content of the development standards 

[Frequency of review] 

・Once a year 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

68 Required 

Impacts on operations and their 

measures are reported to 

management as necessary and shared 

with internal departments involved in 

security operations 

[Rule(s)] 

・Methods of measures for the impact on operations understood in No. 66 and 

plans thereof shall be formulated and reported/shared 

・Any instructions received from executives when reporting shall be shared with 

relevant departments 

[Applies to] 

・Chief Information Security Officer, related departments 

[Frequency] 

-Once or more per year 

69 Required 

Management of measures for impacts 

on operations are performed in 

accordance with formulated plans 

[Rule(s)] 

・In addition to appropriately implementing the measures and plans created in 

No. 68, it shall be confirmed that any impact to operations was reduced, and 

corrective actions taken for any irregularities that are discovered 

[Applies to] 

・Impact to information asset operations 

[Frequency] 

・Once or more per year 

13 

Understandin

g details of 

business 

transactions 

and methods 

Prevent 

information 

leakages, etc., 

during the course 

of business 

transactions by 

clarifying what 

methods are used 

to exchange 

information assets 

and with what 

business partners 

Information assets 

exchanged over the 

course of business 

transactions with 

each business 

partner, as well as 

the methods used for 

such transactions, 

shall be understood 

70 Required 

A list is created for the information 

exchanged with each company and 

the methods used (methods of 

exchanging information, such as for 

receiving/sending orders) 

[Rule(s)] 

・This list shall include information assets exchanged/used during transactions, 

as well as how they are handled, and mutually understood by the business 

partner 

[Applies to] 

・Business partners with which important information assets (such as the highly 

confidential information assets defined in No. 54) are shared 

[Frequency] 

・When starting business transactions or when changes are made to information 

exchanged and methods used 

71 Optional 

The list of information exchanged 

with each company and the methods 

used (methods of exchanging 

information, such as for 

receiving/sending orders) is reviewed 

regularly or as necessary 

[Frequency] 

・Once or more per year 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

Managing 

information security 

risks regarding the 

procurement of IT 

equipment 

72 Optional 

Security requirements for the 

procurement of IT equipment are 

established and communicated within 

the organization 

[Rule(s)] 

・A list shall be made of the security requirements for procuring equipment 

・Security requirements can be easily confirmed when procuring equipment 

 

[Applies to] 

[Equipment] 

・IT equipment connected to the internal network 

[Communication] 

・Executives, employees, outside employees (including temporary employees, 

etc.) 

 

[Frequency] 

・Information shall be communicated within the organization regularly and 

whenever the security requirements for procuring equipment are revised 

73 Optional 

Security requirements for the 

procurement of IT equipment are 

shared with the provider, and results 

of the evaluation at the time of 

purchase are recorded and stored 

[Rule(s)] 

・Security requirements are clearly stated in the purchase contract, etc. 

・When procuring equipment, security requirements are evaluated and the 

results are stored 

・There are regular checks confirming the storage of check results 

[Applies to] 

IT equipment connected to the company network 

[Frequency of checking storage status] 

Once or more per year 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

14 

Understandin

g the 

statuses of 

external 

connections 

Ensure safety and 

trust when using 

external 

information 

systems, while 

enabling prompt 

response to 

information 

security 

incidents/accident

s 

For relations with 

affiliated 

organizations 

(including suppliers, 

etc.), understand the 

communication 

network structure 

for your own 

organization and 

monitor the status of 

cooperation with 

other organizations 

as well as the flow of 

data 

74 Required 

Network and data flow diagrams are 

created, and communication with 

affiliated organizations (including 

suppliers, etc.) are monitored 

[Standard] 

・Network diagrams shall be created 

[Scope] 

-Networks where the company's own IT equipment/devices exists 

[Frequency of review] 

-Once or more per year 

 

<Addition> 

[Standard] 

・Data flow diagrams shall be created 

[Scope] 

-Data within the company exchanged over the network between affiliated 

organizations 

 

[Standard] 

・Communication with affiliated organizations shall be monitored 

[Scope] 

-Data exchanged on the network between affiliated organizations 

[Frequency] 

-Always 

75 Required 
Network and data flow diagrams are 

reviewed regularly or as necessary 

[Frequency] 

-Once or more per year 

External information 

systems (such as 

those of customers, 

subsidiaries, 

affiliated companies, 

contractors, cloud 

services, external 

information services) 

shall be clarified and 

their usage status 

managed 

appropriately 

76 Required 

Rules for using external information 

systems connected to organizational 

assets are defined 

[Rule(s)] 

・Usage rules shall be defined to include the following: 

・Non-disclosure agreements are entered into with entities that connect with 

external information systems 

・Security requirements for using external information systems are defined 

・Service details are checked to conform that security requirements for using 

external information systems are met and evidence of the approval thereof is 

saved 

77 Required 
A list of external information systems 

that are used is created 

[Rule(s)] 

・A list of external information systems shall be created 

78 Required 

The list of external information 

systems is reviewed regularly or as 

necessary 

[Rule(s)] 

・In addition to regularly taking inventory, new external information systems 

shall be added to the list and those for which usage has stopped removed from 

the list 

 

[Frequency] 

・Once or more per year and whenever use of new system starts or use of a 

system stops 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

15 In-house 

connection 

rules 

Minimize damage, 

such as that 

caused by 

information 

leakage and 

malware infections, 

by appropriately 

managing the 

usage of internal 

networks 

When connecting to 

internal networks, 

measures shall be 

implemented to 

minimize 

unauthorized usage 

of information 

systems and IT 

equipment/devices 

79 Required 

Rules for connecting IT 

equipment/devices used for business 

to internal networks are defined 

Connection rules for equipment/devices such as computers and servers: 

[Rule(s)] 

・Rules regarding connections to internal networks shall be defined 

 

[Applies to] 

・All equipment/devices that connect directly to in-house networks 

・Including standard company equipment/devices and equipment/devices 

brought in from the outside 

 

Additional rules for connecting from external to internal networks: 

 

[Rule(s)] 

・Rules for using remote access shall be defined 

 

[Applies to] 

・All equipment/devices that connect to internal networks from outside the 

company via public internet or leased lines 

80 Optional 

There is a system that restricts 

connections to the internal company 

network, except for authorized 

devices 

[Rule(s)] 

・A system shall be introduced to detect and block connections other than those 

from authorized devices 

[Applies to] 

・Devices connecting to the company network 

81 Optional 

A system has been introduced as a 

measure against internal information 

leakage that can automatically detect 

abnormal behavior by combining 

multiple logs 

[Rule(s)] 

・It must be possible to detect the unauthorized removal of information by 

analyzing logs related to information 

・It must be possible to be alerted in the event of unauthorized removal of 

information 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

For remote work 

environments, 

measures are taken 

to prevent security 

incidents (primarily 

information leakage 

and spoofing) 

82 Required 

Rules have been established and are 

operated under regarding conditions 

for confidential information and IT 

equipment/devices used in remote 

work 

[Rule(s)] 

・Rules shall be established and communicated within the company regarding 

conditions for confidential information and IT equipment/devices used in remote 

work 

・Confirm compliance with rules and make corrections as necessary 

[Targets for communication] 

-All employees, temporary employees, and seconded employees working 

remotely 

[Timing for communication] 

-Before the start of remote work 

[Content of rules] 

-IT equipment/devices that are permitted to be used in remote work 

*Including application and approval methods as necessary 

-Confidentiality classifications and types of files that can be downloaded to 

personally owned terminals 

[Frequency for checking the content of rules and compliance status] 

-Once or more per year 

83 Required 

Rules have been established and are 

operated under regarding working 

remotely 

[Rule(s)] 

・Rules shall be established and communicated within the company regarding 

working remotely 

・Confirm the details of rules and compliance status, and make corrections as 

necessary 

[Targets for communication] 

-All employees, temporary employees, and seconded employees working 

remotely 

[Timing for communication] 

-Before the start of remote work 

[Frequency of checking and correcting the content of rules and compliance 

status] 

-Once or more per year 

16 Physical 

security 

Prevent 

information 

leakage, 

unauthorized 

modifications, and 

system stoppages 

due to 

unauthorized 

Physical security 

measures shall be 

implemented for 

areas where 

equipment such as 

servers are installed 

84 Required 

Persons with access to areas where 

equipment such as servers are 

installed are defined 

[Rule(s)] 

・Persons with access to areas where equipment such as servers are installed 

shall be defined 

85 Required 

Locks or other devices are used to 

restrict access to areas where 

equipment such as servers are 

installed 

[Rule(s)] 

・Areas where equipment such as servers are installed shall be locked 

・If servers are installed in an area where locking is not possible, servers shall 

instead be installed on a dedicated rack that is then locked 

・An administrator responsible for locking shall be designated 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

operation of 

critical equipment 

such as servers 

86 Required 

Records of entry into areas where 

equipment such as servers are 

installed are kept and checked 

regularly 

[Rule(s)] 

・Records for entry into/exit from areas where equipment such as servers are 

installed shall be obtained and stored 

[Items to be recorded] 

-Entry/exit date and time 

-Name of the individual (name, affiliation, contact information, etc.) 

-Reason for entering 

-Approved by 

[Storage period] 

・Six months 

87 Required 

Unauthorized intrusions and 

suspicious behavior in areas where 

equipment such as servers are 

installed is monitored 

[Rule(s)] 

・Items brought in/taken out are checked when entering or leaving 

・The behavior of visitors is monitored 

Measures are taken 

to prevent security 

incidents (primarily 

unauthorized 

intrusion, 

unauthorized 

removal, information 

leakage, and 

suspicious behavior) 

with regard to 

entering or exiting 

the company 

88 Required 

Rules are established, communicated 

within the company, and operated 

under regarding entry and exit 

[Rule(s)] 

・Rules regarding entering and exiting the company shall be defined 

・Entry/exit rules shall be communicated within the company 

・Confirm the details of entry/exit rules and compliance status, revising and 

re-informing employees as necessary 

[Targets for communication] 

-All personnel entering/exiting the company 

[Content of entry/exit rules] 

-Areas with restricted entry are defined 

-Application and approval when entering/exiting 

-Identity confirmation measures when entering/exiting (wearing employee ID 

cards, entry permits, etc.) 

-Rules for issuing entry permits and gate passes 

[Frequency of checking and correcting the content of entry/exit rules and 

compliance status] 

-Once or more per year 

89 Required 

Access to important areas and rooms 

are restricted, and entry/exit records 

are stored 

[Rule(s)] 

・Entry into and exit from important areas and rooms shall be restricted 

・Entry/exit records for important areas and rooms shall be obtained and stored 

[Items to be recorded] 

-Entry/exit date and time 

-Name of the individual (name, affiliation, contact information, etc.) 

-Reason for entering 

-Approved by 

[Record storage period] 

-Six months or more 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

90 Required 
Unauthorized intrusions and 

suspicious behavior is monitored 

[Rule(s)] 

・Unauthorized intrusions and suspicious behavior shall be monitored for 

important locations in the company 

・Confirm that monitoring is functioning normally and make corrections as 

necessary 

[Frequency of confirming and correcting monitoring status] 

-Once or more every six months 

Place restrictions on 

items carried 

in/taken out 

91 Required 

Rules for what can be carried into the 

company are clarified and operated 

under 

[Rule(s)] 

・Rules for carrying items into the company shall be defined 

・Check the content of carry-in rules and compliance status, and make 

corrections as necessary 

[Applies to] 

-Employees, temporary employees, seconded employees, and individuals from 

outside the company 

[Target items] 

-Computers, tablets, smart devices, cameras, external storage media 

*If there are other recordable items, judgments should be made by each 

company 

[Content of carry-in rules] 

-Areas and items subject to carry-in restrictions 

-Application and approval methods for carrying items into the company 

-Storage and control methods for carry-in records (retention period: six 

months) 

[Frequency of checking and correcting the content of carry-in rules and 

compliance status] 

-Once or more per year 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

92 Required 

Rules for what can be carried out of 

the company are clarified and 

operated under 

[Rule(s)] 

・Rules for carrying items out of the company shall be defined 

・Check the content of carry-out rules and compliance status, and make 

corrections as necessary 

[Applies to] 

・Employees, temporary employees, seconded employees, and individuals from 

outside the company 

[Target items] 

-Computers, tablets, smart devices, cameras, external storage media, printed 

materials (confidential documents such as diagrams) 

*Other necessary items should be judged by each company 

[Content of carry-out rules] 

-Application and approval methods for carrying items out of the company 

-Storage and control methods for carry-out records (retention period: six 

months) 

[Frequency of checking and correcting the content of carry-out rules and 

compliance status] 

-Once or more per year 

93 Required 

Measures are taken to raise 

awareness of carry-in/carry-out 

rules 

[Rule(s)] 

・Measures shall be taken to raise awareness of carry-in/carry-out rules 

[Implementation frequency] 

・Once or more every six months 

Video and audio 

recording in the 

company, measures 

are taken to prevent 

security incidents 

(primarily 

information leakage) 

94 Required 

Rules are established and operated 

under regarding photography in the 

company 

[Rule(s)] 

・Rules regarding photography within the company shall be defined 

・Confirm the details of photography rules and compliance status, and make 

corrections as necessary  

[Content of photography rules] 

-Items and areas subject to photography restrictions 

-Application and approval procedures for photography 

-Storage of photography applications, action records (retention period: six 

months) 

*Areas with no restrictions on photography can also be set up 

(Example: Areas for meeting with individuals from outside the company) 

[Frequency of checking and correcting the content of photography rules and 

compliance status] 

-Once or more per year 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

95 Optional 

Rules are established and operated 

under regarding the recording of 

audio 

[Rule(s)] 

・Rules regarding audio recording shall be defined 

・Confirm the details of audio recording rules and compliance status, and make 

corrections as necessary 

[Content of audio recording rules] 

-Definitions of meetings (including face-to-face and remote) and areas where 

audio recording is restricted 

-Application and approval methods for audio recording 

*It is also possible to make distinctions regarding the need for applications and 

approval based on meeting type and area 

[Frequency of checking and correcting the content of recording rules and 

compliance status] 

-Once or more per year 

96 Optional 

Measures are taken against 

information leakage due to 

eavesdropping 

[Rule(s)] 

・Measures shall be taken against information leakage due to eavesdropping 

[Implementation frequency] 

-Once or more per year 

Measures shall be 

taken to understand 

what should be 

targeted for 

countermeasures 

when a vulnerability 

is discovered and to 

prevent information 

leakage, etc., using 

external storage 

media 

97 Required 

Standard PC configuration/setting 

rules are defined, and if there is a 

change to these standard 

configuration/setting rules, the 

change is made after approval 

[Rule(s)] 

・Standard PC configurations (software and version) and settings shall be defined 

・There is an approval system for changes to the configuration or setting 

[Applies to] 

-OS, office software, browsers, and anti-virus software for company-supplied 

PCs 

98 Required 

What software is allowed to 

be/prohibited from being used on 

PCs is defined, the unauthorized 

installation of software is prohibited, 

and there are regular checks for 

violations 

[Rule(s)] 

・A list of allowed/prohibited software in the company shall be created and 

communicated within the organization 

・Unauthorized installation of software shall be restricted 

・Software installation status shall be checked regularly 

*No confirmation is required if installation is restricted by the system 

[Applies to] 

-Company-supplied client PCs 

[Examples of software to be restricted] 

-Software tied to information leakage 

-Software with serious vulnerabilities 

-Apps suspected of being malware/spyware 

[Confirmation frequency] 

-Once a year 

[Targets for communication] 

-Executives, employees, temporary employees, and seconded employees 



 

 

 

- 24 - 

Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

99 Required 
There is a system that restricts 

exporting data from PCs 

[Rule(s)] 

・A system limiting the export of data shall be introduced 

[Applies to] 

-Company-supplied client PCs 

100 Required 

For important data that would 

interfere with business if it were 

damaged by malware (data 

encryption, etc.), rules are 

established and communicated that it 

is stored outside of PCs 

[Rule(s)] 

-Important data shall be stored in a location other than client PCs 

[Targets for communication] 

-Executives, employees, temporary employees, and seconded employees 

For systems that 

store and use 

important 

information, 

measures are taken 

to minimize the 

damage caused by 

human error 

regarding setting 

mistakes 

101 Required 

Unnecessary features on servers are 

disabled 

Use of default user IDs is stopped 

Default passwords are changed 

[Rule(s)] 

・Unnecessary services and daemons shall be disabled 

・Use of default user IDs shall be stopped 

・Default passwords shall be changed 

102 Required 

Managing departments have carried 

out the necessary settings for 

confidentiality management on smart 

devices 

[Rule(s)] 

・Passwords shall be set 

・A data deletion function is set in the case of being lost 

17 

Communicati

on control 

Communication is 

controlled to 

information systems, 

IT 

equipment/devices, 

and malicious 

websites to prevent 

cyberattacks and 

internal information 

leaks 

103 Required 

A firewall is installed at the boundary 

between the internet and the internal 

company network to restrict 

communication 

[Rule(s)] 

・A system shall be introduced to restrict internal and external network 

communication 

[Introduction location] 

-Boundaries between internal and external networks 

[Items to be restricted] 

-The IP addresses of connection sources and connection destinations 

-Communication ports 

104 Required 

Firewall filtering settings 

(communication permissions/blocking 

settings) are recorded, with regular 

checks for unnecessary settings 

[Rule(s)] 

・Filtering settings for internal and external network communications shall be 

recorded 

・Periodically check for unnecessary filtering settings 

・Delete unnecessary filtering settings 

[Items to be recorded] 

-Applicant name, IP addresses of connection source and destination, 

communication direction, protocol, port number, usage, registration date, 

expiration date 

[Confirmation frequency] 

-Once a year 
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Condition(s) for Achievement Achievement Criteria 

105 Required 
Remote access IDs are managed with 

regular checks for unnecessary IDs 

[Rule(s)] 

・The issuing, changing, and deleting of remote access IDs are carried out 

through an application/approval system 

・There shall be regular checks for unnecessary IDs 

・Unnecessary IDs are deleted 

[Confirmation frequency] 

-Once a year 

106 Required 
Networks are separated according to 

business and data importance 

[Rule(s)] 

・Systems shall be classified according to business content and data importance, 

and they shall be installed in dedicated network segments 

[Applies to] 

-External public servers 

107 Required 

Configured so that there is no effect 

on the production environment when 

developing or testing 

[Rule(s)] 

・The development environment and test environment shall be separated from 

the production environment 

[Applies to] 

-Important in-house servers, important external public servers 

*Targets are decided up by each company according to risk 

108 Required 
Access to malicious websites is 

restricted 

[Rule(s)] 

・Access to malicious websites shall be restricted 

[Applies to] 

-Client PCs, web gateways 

109 Required 

A Web Application Firewall (WAF) is 

installed for web applications 

published on the internet 

[Rule(s)] 

・WAF (Web Application Firewalls) shall be installed 

[Applies to] 

・Important external public web applications 

110 Required 

Measures are implemented to 

continue the service of websites and 

systems published on the internet 

even if subjected to DDoS attacks 

[Rule(s)] 

・A system shall be introduced to continue service in the event of a DDoS attack 

[Applies to] 

-Important external public websites, DNS servers 

111 Required 

Communication is encrypted to 

prevent eavesdropping and tampering 

with communication via the internet 

[Rule(s)] 

・Internal and external network communications shall be encrypted 

[Applies to] 

-Remote access communication from outside the company 

-Communication with authentication between the user and an external public 

server 
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category 
Condition(s) for Achievement Achievement Criteria 

112 Required 

Communication between terminals 

and wireless LAN access points is 

encrypted 

[Rule(s)] 

・Communication between terminals and access points shall be encrypted 

・Do not use cryptographic technology that has been compromised according to 

CRYPTREC 

[Applies to] 

・In-house wireless LANs 

18 

Authenticati

on/Approval 

・ Prevent 

information 

leakage/unauthori

zed modification 

and ensure stable 

information system 

operation by 

preventing 

unauthorized 

usage or 

unauthorized 

operation/modifica

tion of information 

systems  

・ Enable the 

causes of 

information 

leakage, 

unauthorized 

modification, or 

system stoppages 

to be investigated 

Authentication and 

approval measures 

shall be used for 

information systems 

and IT 

equipment/devices 

113 Required 
Unique user IDs are assigned to each 

person 

[Rule(s)] 

・User IDs shall not be shared 

・If the sharing of user IDs is unavoidable, it shall be possible to identify the user 

of the shared ID 

[Applies to] 

・User IDs for logging onto systems and computers used for business operations 

114 Required 
Different rights are granted to user 

IDs and system administrator IDs 

[Rule(s)] 

・System managers and officers shall be defined 

・Employees with administrative rights shall be limited 

・The minimal rights necessary for roles to be performed shall be granted 

・System administrators shall not be allowed to operate using administrative 

rights in production environments 

・Administrator passwords shall be set appropriately 

[Applies to] 

-All servers, network devices 

115 Required 

Rules for the setting of passwords are 

defined and communicated within the 

organization 

[Rule(s)] 

・Number of digits, letter combinations, and expiration dates shall be defined 

・Easily guessed passwords, such as repeated numbers or letters, shall be 

avoided 

・If it is found that a password has been leaked, the password shall be changed 

 

[Applies to] 

・Passwords for logging onto systems and computers used for business 

operations 

[Targets for communication] 

-Executives, employees, temporary employees, and seconded employees 

116 Required 

Rules for the setting of passwords for 

external information systems are 

defined and communicated within the 

organization 

[Rule(s)] 

-Target passwords shall not be set in external web services 

*If the same authentication platform (SSO, etc.) is used, this does not count as 

being reused 

[Target passwords] 

-Passwords when logging into PCs 

-Mail system passwords (Microsoft 365, etc.) 

[Targets for communication] 

-Executives, employees, temporary employees, and seconded employees 
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category 
Condition(s) for Achievement Achievement Criteria 

117 Required 

An inventory of user IDs and system 

IDs is taken regularly or as 

necessary, during which unnecessary 

IDs are deleted 

[Rule(s)] 

・Rules for implementing inventory taking that clearly specify when such 

inventory taking is to take place shall be defined and unnecessary IDs deleted 

[Applies to] 

・User IDs and system administrator IDs for logging onto systems and computers 

used for business operations 

118 Required 
Procedures for issuing, changing, and 

deleting user IDs are set in place 

[Rule(s)] 

・There shall be an application/approval system for the issuing, changing, and 

deleting of user IDs 

[Applies to] 

-User IDs for logging onto systems and computers used for business operations 

119 Required 

Manager approval is obtained for the 

granting/changing/deleting of 

administrative rights and for changing 

the settings of servers and network 

devices 

[Rule(s)] 

・There shall be an application/approval system for the granting, changing, and 

deleting of administrative rights 

・There shall be an application/approval system for changing the settings of 

servers and network devices 

・Server administrative rights shall be managed (additions, changes, 

modifications) 

・Individuals who can use administrative rights on network devices shall be 

controlled 

120 Required 

Multi-factor authentication is 

implemented for systems that can be 

used from the internet 

[Rule(s)] 

・There shall be at least two forms of authentication implemented 

(knowledge/possession/biometric) for authentication via the internet 

[Applies to] 

-Systems that handle information with a high level of confidentiality 

-Privileged accounts 

-Remote access 

121 Required 
Session time-outs are implemented 

for important systems 

[Rule(s)] 

・Session time-outs shall be implemented for important systems 

[Applies to] 

External public systems, important internal systems 

122 Optional 
Monitoring of authentication logs is 

implemented 

[Rule(s)] 

・Monitoring of authentication logs shall be implemented and it shall be possible 

to detect suspicious authentication 

[Applies to] 

・PCs, server authentication logs, database access logs for important systems 

[Frequency] 

・Once or more a month 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

19 Applying 

patches and 

updates 

Reduce the risk of 

unauthorized 

access and 

malware infection 

Avoid using devices, 

operating systems, 

and software that is 

no longer supported 

123 Required 

The use of operating systems and 

software that is no longer supported 

is avoided 

[Rule(s)] 

・Supported OS and software shall be used 

・If an OS or software that is not supported must be used, reduce the risk of 

vulnerabilities being exploited as practicable as possible 

[Applies to] 

-OS, browser, office software for company-supplied PCs 

-Server OS, middleware 

-OS and applications for company-supplied smart devices 

-OS and firmware of network devices (Routers, VPN Gateway, etc.) in contact 

with the internet 

Implement measures 

to prevent 

unauthorized access 

using vulnerabilities 

124 Required 

Security patches and updates are 

properly applied for information 

systems, IT equipment/devices, and 

software 

[Rule(s)] 

・The applying of security patches and updates shall have defined rules and 

deadlines 

・If they cannot be applied for an unavoidable reason, record the reason why it 

cannot be applied 

[Applies to] 

・PCs, smartphones, tablets, servers, network devices, software, etc. 

-OS, browser, office software for company-supplied client PCs 

-Server OS, middleware 

-OS and applications for company-supplied smart devices 

-OS and firmware of network devices (Routers, VPN Gateway, etc.) in contact 

with the internet 

125 Required 

A management system and 

management process has been set in 

place for vulnerabilities 

[Rule(s)] 

・The roles and responsibilities of the departments in charge from collecting 

vulnerability information to responding shall be clarified 

・The sources, tools, and frequency for collecting vulnerability/threat 

information shall be defined 

・Criteria and procedures for determining the necessity of responding to the 

collected information shall be defined 

・Correspondence history shall be recorded and checked monthly 

126 Optional 

For servers that are open outside of 

the company, vulnerability diagnoses 

before and after production are 

carried out, and measures are taken 

against identified vulnerabilities 

[Rule(s)] 

・Platform vulnerabilities shall be diagnosed 

・The rules and lead time for determining the necessity of dealing with 

vulnerabilities shall be defined 

・Diagnosis and response results shall be stored  

[Applies to] 

-External public server OS, middleware 

[Diagnosis frequency] 

-Before production: One or more times 

-After production: Twice a year and when a major system change takes place 

-When a high-impact vulnerability is made public 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

127 Optional 

For in-house servers, vulnerability 

diagnoses before and after production 

are carried out, and measures are 

taken against vulnerabilities 

[Rule(s)] 

・Platform vulnerabilities shall be diagnosed 

・The rules and lead time for determining the necessity of dealing with 

vulnerabilities shall be defined 

・Diagnosis and response results shall be stored  

[Applies to] 

-Important internal server OS, middleware 

[Diagnosis frequency] 

-Before production: One or more times 

-After production: Once a year and when a major system change takes place 

128 Optional 

Application vulnerability diagnoses 

are carried out for web applications 

published on the internet 

[Rule(s)] 

・Web application vulnerabilities shall be diagnosed 

・The rules and lead time for determining the necessity of dealing with 

vulnerabilities shall be defined 

・Diagnosis and response results shall be stored  

[Applies to] 

-Important external public web applications 

[Diagnosis frequency] 

-Before production: One or more times 

-After production: When a major application change takes place 

20 Data 

protection 

Reduce the risk of 

unauthorized 

access and 

malware infection 

The data of 

information systems 

and IT 

equipment/devices 

is being protected 

129 Optional 

The data of IT equipment/devices 

and information systems is properly 

encrypted 

[Rule(s)] 

・Data on personal computers and storage media taken outside the company 

shall be encrypted 

・The databases for important systems shall be encrypted 

130 Required 
Data received from the outside is 

confirmed safe 

[Rule(s)] 

・Real-time scans using anti-virus software shall be implemented 

・A system shall be introduced for checking the safety of files received from the 

outside in a secure virtual environment 

21 Office 

tool-related 

Reduce the risk of 

unauthorized 

access and 

malware infection 

The data of 

information systems 

and IT 

equipment/devices 

is being protected 

131 Required 

Measures are implemented to prevent 

information leakage due to email 

transmission 

[Rule(s)] 

When sending confidential information by email, measures shall be implemented 

to prevent information leakage 

132 Required 
Measures are implemented to prevent 

erroneous email transmission 

[Rule(s)] 

Measures shall be implemented to prevent erroneous email transmission 

[Applies to] 

-Mail sent to addresses outside of the company 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

133 Required 

Emails sent outside the company are 

audited, and users are informed that 

auditing is taking place as a way to 

combat internal fraud 

[Rule(s)] 

Implement email auditing and communicate within the organization that auditing 

is taking place 

[Applies to] 

-Mail sent outside the company 

[Targets for communication] 

-Executives, employees, temporary employees, and seconded employees 

134 Required 

Prohibitions and restrictions on the 

use of websites and web applications 

are clarified and communicated within 

the organization 

[Rule(s)] 

The following shall be clarified and communicated within the organization: 

-Do not post company information on social media without permission 

-Do not upload business data to web services without permission 

[Targets for communication] 

-Executives, employees, temporary employees, and seconded employees 

135 Required 

Establish and disseminate usage rules 

for sharing files with affiliated 

companies and business partners 

(including the use of cloud services) 

[Rule(s)] 

The following shall be clarified and communicated within the organization: 

-When sharing files outside the company, share only with trusted parties 

-File transfers outside the company using a method that does not leave a 

transmission history are prohibited 

*File sharing: Uploading a file to a specific location and allowing a specific 

individual to access the file 

*File transfer: Sending a file directly to a specific individual 

[Targets for communication] 

-Executives, employees, temporary employees, and seconded employees 

22 Malware 

countermeas

ures 

Prevent 

information 

leakage, 

unauthorized 

modifications, and 

system stoppages 

due to malware 

infections 

Anti-malware 

measures shall be 

implemented to 

quickly detect 

security 

abnormalities 

136 Required 

Software (anti-virus software) is used 

on computers and servers to detect 

malware and provide notifications 

[Rule(s)] 

・Anti-virus software shall be used on each computer and server 

・Scans shall be performed by specifying scan scopes and frequencies 

appropriate for the equipment/device 

[Applies to] 

・All computers and servers connected to networks 

137 Required 
Anti-virus software pattern files are 

updated regularly 

[Applies to] 

・Same as No. 136 

[Pattern file update frequency] 

・Once or more on days computers/servers are booted and used 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

138 Required 

A behavior tracking system has been 

introduced that allows for the 

acquisition of detailed histories at 

endpoints and remote response after 

malware infection 

[Rule(s)] 

・An endpoint countermeasure system （EDR Anti-Virus software or Next 

Generation Anti-Virus (NGAV) software） shall be introduced 

[Applies to] 

-Company-supplied client PCs 

-Servers 

[System requirements] 

-Can inspect suspicious files and signs of suspicious files by utilizing AI and 

machine learning, etc., as well as file characteristics and behavior 

-Can unified management of detection results at all devices, etc. 

-Can obtain terminal operation history, program execution history, registry 

change history 

-Can remotely investigate terminals 

-Can remotely disconnect from the network 

-Can recover after infection 

139 Required 

Malware checks are implemented at 

email gateways to prevent malware 

infection by email 

[Rule(s)] 

・A malware check function shall be introduced at the email gateway 

140 Required 

Extension restrictions are enforced 

by a system to prevent malware 

intrusion from email attachments 

[Rule(s)] 

・A function restricting specific extensions shall be introduced at the email 

gateway 

141 Required 

Malware checks are implemented at 

web gateways to prevent malware 

infection by viewing malicious 

websites 

[Rule(s)] 

・A malware check function shall be introduced at the web gateway 

23 Detecting 

unauthorized 

access 

Prevent 

information 

leakage, 

unauthorized 

modifications, and 

system stoppages 

due to 

unauthorized 

Build a system to 

constantly monitor 

unauthorized access 

to the network 

142 Required 

A system is introduced to constantly 

monitor the content of 

communications and detect/block 

and notify regarding unauthorized 

access in real time 

[Rule(s)] 

・A system shall be introduced that detects/blocks unauthorized access in real 

time 

[Applies to] 

・Communications from the internet to the company 

・Communications from within the company to an unauthorized server 

[Introduction location] 

-Boundaries between internal and external networks 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

access and 

intrusions 

Logs shall be 

acquired so that 

intrusion and leak 

routes can be 

investigated in the 

event of a security 

incident or accident 

143 Required 
Logs required for investigation when 

an incident occurs are being obtained 

 [Rule(s)] 

・The following logs shall be obtained and stored 

[Logs to be obtained (retention period)] 

-Email transmission/reception logs (6 months) 

Items: Date and time, destination email address, sender email address 

-Firewall logs (6 months) 

Items: Date and time, source IP address, destination IP address 

-Proxy server logs (6 months) 

Items: Date and time, requester IP address, URL 

-Remote access logs (6 months) 

Items: Date and time, connection source IP address, user ID 

-Authentication server logs (6 months) 

Items: Date and time, connection source IP address, user ID, success/failure 

-Endpoint (PC, server) operation logs (6 months) 

Items: Date and time, host name, user ID, IP address, operation details 

*Also includes the use of cloud services 

*If using a cloud service that cannot meet the regulations for retention period, 

each company shall determine the period according to risk 

144 Optional 
Application operation logs are 

obtained for important systems 

[Rule(s)] 

・User and administrator operation logs shall be obtained 

[Applies to] 

-Important systems *Applicable systems are judged by each company according 

to risk 

[Log items to be acquired] 

-User ID, time stamp, operation details (login, logout, addition/deletion, etc.) 

[Retention period] 

-6 months 

*If using a cloud service that cannot meet the criteria for the retention period, 

each company shall determine the period according to risk 

Take measures to 

promptly detect and 

block cyberattacks 

in order to curb 

damage caused by 

targeted attacks and 

other such 

cyberattacks 

145 Required 
A system is introduced to analyze 

logs and detect cyberattacks 

[Rule(s)] 

・A system shall be introduced to constantly analyze logs and given notification 

when an abnormality is found 

[Analysis targets] 

-Proxy servers, IPS/IDS, firewalls, endpoints, or a combination thereof 

[Monitoring period] 

-24 hours a day, 365 days a year 

[Functional requirements] 

-Incident alerts are issued immediately 

-Breaking incident reports are created and notifications given 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

146 Required 

Measures are implemented to block 

communication between malware that 

has intruded into the company and 

unauthorized servers 

[Rule(s)] 

・A system shall be introduced to block communication from within the company 

to unauthorized servers 

147 Optional 

For websites published on the 

internet, a system is introduced to 

detect site falsification and checks 

are made regularly 

[Rule(s)] 

・A system shall be introduced to detect website falsification 

[Applies to] 

-Important external public websites 

24 

Backup/Rest

ore 

Minimize the 

impact of system 

stoppages and data 

loss on business 

operations, and 

enable operations 

to resume quickly 

Measures shall be 

taken to minimize 

the damage to 

important 

information and 

impact to system 

operations caused by 

cyberattacks 

148 Required Restore procedures are established 

[Rule(s)] 

・Restore procedure manuals shall be established for each type of data, etc., 

subject to backup 

・Backups should be stored in a secure location (e.g., external storage media) 

that cannot be encrypted by ransomware, etc. 

149 Required 

Alternative means that can be used to 

perform business operations in the 

event of a system stoppage are 

prepared 

[Rule(s)] 

・Viable alternative means shall be established for use in the event systems are 

down 

[Applies to] 

-Systems requiring a high level of availability (short allowable downtime) 

*Targets are determined by each company according to risk 

[Example measures] 

-Use of analog tools (fax, etc.) 

-Use of external information systems such as cloud services 

150 Required 
Backup restore tests on important 

data and systems are implemented 

[Rule(s)] 

It shall be confirmed that restoration is possible according to specified 

restoration procedures 

[Applies to] 

Important data and systems 

[Frequency] 

When constructing systems, making changes, regularly (determined according 

to risk) 

151 Required 

Disaster prevention and 

environmental countermeasures are 

implemented in locations where 

equipment such as servers are 

installed 

[Rule(s)] 

・Measures shall be taken against fires, floods, and power outages 

・Temperature and humidity shall be controlled 
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Label Objective Requirement No. 
Answer 

category 
Condition(s) for Achievement Achievement Criteria 

152 Required 

For systems that are important for 

business continuity, data and 

procedures are prepared that satisfy 

recovery points and recovery times 

for each system according to 

necessity 

[Rule(s)] 

Transaction logs and backups that can be used to restore to the required 

recovery point shall be stored.  

Procedure manuals shall be prepared that allow for restoration within the 

required recovery time 

[Applies to] 

Systems important for business continuity 

Anticipating a 

security incident, 

the data necessary 

for recovery meeting 

business continuity 

requirements are 

prepared 

153 Required Restore procedures are established 

[Rule(s)] 

・Restore procedure manuals shall be established for each type of data, etc., 

subject to backup 
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6. Requirements to Our Business Partners 

(1) Information security countermeasure and implementation of self-diagnosis 

We would like to ask our business partners to implement countermeasures prescribed in 

this Countermeasure Standard as well as self-diagnosis regarding periodical 

implementation status (Use the attached "Information Security Countermeasure Check 

Sheet for Partners"). We also ask our business partners to submit the self-diagnosis 

result data (Excel file) to us on our request. 

In addition, when the countermeasure implementation status of a partner is not at the 

level prescribed by Our Company regarding this Countermeasure Standard, sharing of 

classified information with the partner may be limited. 

 

(2) Correspondence to audit 

Our Company may execute an audit in order to confirm the countermeasure implementation 

status. Please cooperate with the audit process when requested by Our Company. 

   

7. Other 

This Standard will be reviewed and revised from time to time as a result of change in 

the circumstances which surround information security, revision of internal regulations, 

etc. 

 

December 2017, First Version 

October 2022, Second Version 


